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XMapHUU KepoBaHUU

PoE-komyTatop L2+

WI-PCMS310GF

Communication Solution

AnapaTtHa Bepcis: V2.0

3aranbHum ornsig

XmapHun kepoBaHuii PoE-komyTatop Wi-Tek L2+ mae BUCOKONpoayKTUBHI Ta HaginHi yHKuii L2 i L2+: ctaTnyHy mapwpyTtusadito, ERPS, DHCP-
cepsep, QoS KoprnopaTUBHOro piBHsA Ta po3lmnpeHi nonitTukn 6esnekn. Mpus’sska IP-MAC-nopT (IMPB) i cnucku koHTponto goctyny (ACL)
3axyLwaoTb Bif LWMPOKOMOBHMX WTopMmiB, ARP-aTak, atak Tuny «BigMoBa B 06cnyroByBaHHi» (DoS) Towo. Akicte o6cnyroByBaHHs (QoS, L2-L4)
PO3LUMPIOE MOXIMBOCTI KepyBaHHS TpadikoM, TOMY AaHi nepefatoTbCs NNaBHille Ta Wwauale. XMapHe kepyBaHHsi Yepe3 MOBiNbHUIN 3aCTOCYHOK
— eheKTMBHUIA, NPOCTMIA, 6e3neYHnit i 3py4Huii cnocib BigaaneHoro kepyBaHHs. KomytaTop nigTpymye iHTenekTyarbHe po3ropTaHHs,
aBTOMaTU4YHy NobyaoBY Mepexi, CNOBILLEHHS NPo aHomanii Ta iHWi yHKLIi, WO cnpoLlye kepyBaHHs 1 ob6cnyroByBaHHS. Lie BucokonpogyKkTueHe
1 HafiiHe MepexXeBe PiLLeHHs 3 LUMPOKUMU MOXIIMBOCTSIMU KEPYBaHHS A5t Manoro Ta cepeaHboro GisHecy.

KntoyoBi BnacTtmBocCTi

@ lUupokuit HaGip dyHKuiih L2 i L2+.
KomyTaTtop nigtpumye nosHui Habip dyHkuin L2: 802.1Q VLAN, asepkantoBaHHsA nopTis, STP/RSTP/MSTP,-.ERPS, DHCP-cepsep,
npoTokon arperauii kaHanis LACP i kepyBaHHsi notokom 802.3x. [Inst o6cnyroByBaHHa mepexi nepenbadeHo Loopback Detection,
giarHoctuky kabento Ta IGMP Snooping. PyHKuia L2+ — cTaTuyHa MapLupyTm3auis — gae.3Mory. CerMmeHTyBaT Mepexy. 3 BHYTPILUHbO
MapLUpyTu3aLieto Yepes KoMyTaTop i eheKTUBHILLE BUKOPUCTOBYBATU MepexXeBun Tpadik.

@ bBesneka Mepexi.
Mpue’aska IP-MAC-nopT, Port Security, Storm Control i DHCP Snooping 3axuLuiatoTb Bif, LUMPOKOMOBHUMX LWTOpMiB, DoS-atak Towwo. Cnncku
KoHTponto goctyny (ACL, L2—-L4) obmexyoTb 4OCTYN 4O BAXIMBMX MEPEXEBUX pPecypciB: nakeTu Bigxunsatotbea 3a MAC-agpecoto axepena
Ta npusHaderHs, IP-agpecoto, noptamm TCP/UDP i HagiTe VLAN ID. KomyTaTtop nigTpumye aBTeHTUdikauito 802.1X, sika pa3om i3 cepepom
RADIUS/TACACS+ Bumarae aBTeHTUIKaLiMHNX JaHWUX Neped HagaHHAM SOCTYNy A0 MepeXxi.

@ BippaneHe kepyBaHHA Yepe3 XMapHy nnatcgopmy.

Kpim BebiHTepdpency Ta CLI, komyTaTtop nigTpumMmye BigaaneHe kepyBaHHsA Yepes3 xmapHy nnatdopmy Wi-Tek. KopuctyBay moxe BigganeHo
nepernagaty cTaH Mepexi, 3MiHIoBaTV KOHIrypadito Ta ycyBaTv HECNPaBHOCTI.
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AnapaTHa Bepcig

AnapaTHi xapaKkTepucTukm

V2.0

IHTepdericu
MopTn Downlink

MopTn Uplink

[MopT kepyBaHHSA

PoE

PoE-noptun

Ctanpapt PoE

Tun xusnexHa PoE
MpusHaveHHs KoHTakTiB POE
MoTyxHicTb PoE
MpoAayKTUBHICTb

Mam’ate i Flash

XapakTepucTvuku KoMmyTaTopa

Cra HOAPTU Ta NPOTOKON

Pexvm nepecunaHHs

EMHiCTb KoMyTaLjil

LLIBnAKiCTb NnepecunaHHs nakeTis
Tabnuusa MAC-agpec

Bydep naketis

Jumbo Frame

XuvsneHHs

BxigHa Hanpyra

CroxunBaHa NOTYXHIiCTb

8 x 10/100/1000 M6it/c RJ45
2 x crnotn SFP 1000 M6Git/c

1 % koHconbHuU nopt (Console)

MopTtn 1-8

802.3af/at

End-span

1/2 (+), 3/6 (-)

[o 30 BTt Ha nopT, 3aranbHui 6rogxet PoE — o 140 Bt

128 MB DDRS3, 32 Mb Flash

IEEE 802.3i: 10BASE-T Ethernet

IEEE 802.3u: 100BASE-X Fast Ethernet

IEEE 802.3ab: 1000BASE-T Gigabit Ethernet

IEEE 802.3z: 1000BASE-X Gigabit Ethernet (onTuuHe BonokHo)

Store and Forward
20 I'Git/c

14,88 mnH naketis/c
8K

4,1 MGit

10 kb

AC 100-240 B, 50/60 I'y,

Y pexwuMi odikyBaHHs: 14,2 BT
3a 100 % HaBaHTaxeHHs 3 PoE: 154,2 BT
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MapameTp WI-PCMS310GF

®Pi3nYHi XapaKTepucTuUKun

LED-iHankaTopu PWR: cBITUTbCSl — XUBIEHHSI B HOPMi; HE CBITUTHCS — KOMYTaTOp BUMKHEHO ab0 BiH HECNpaBHWI
SYS: 6nnmae — cuctema npawoe HopMarbHO; He CBITUTbCS — 36ili cuctemy abo Hemae XUBIMEHHS
PoE: cBiTUTbCA — NPUCTPIN NIOKMIOYEHO, XUBNEHHSA NOAAETLCSH; HE CBITUTbCA — XMBMNEeHHs POE Ha nopT He
nogaeTbcs
Link: cBiTUTbCSt — MOPT MiAKMo4eHo; 6rnMae — nepefaBaHHs AaHuX; He CBITUTbCA — MOPT He NiAKNoYeHo

KinbkicTb BEHTUNSTOpPIB N/A (He 3a3Ha4eHo)
[abapuTHi poamipu (LU x " x B) 280 x 180 x 44 mm
Bara Bara npuctpoto: 1,72 kr
Bara B ynakosLui: 2,40 kr
BcraHoBneHHs Y CTiliKy, HacTinbHe
KHonka
Reset YTpumyiiTe noHag 5 c, Wwob BigHOBWTY 3aBOACHKI HanalUTyBaHHS

YMoBM poboTu

CTifiKicTb 40 iMNYNbCHUX NepeHanpyr IEC 61000-4-5
CuHbasHum pexum: 4 kB
[ndpepeHuianbHun pexum: 2 kB

3axucT Bif eNeKTpoCTaTUYHOro po3psay IEC 61000-4-2
(ESD) KoHTakTHWI po3psia: 6 kB

MoBiTpsHWM po3psa: 8 kB
Po6oua Temnepartypa Big -10 po +50 °C (Big 14 oo 122 °F)
Po6o4a Bonorictb 10-90 % RH, 6e3 koHaeHcauii
TemnepaTypa 36epiraHHs Big —40 po +70 °C (Big —40 go +158 °F)
BonoricTb 36epiraHHs 5-90 % RH, 6e3 koHaeHcauji

CepTudbikauis
CepTudcpikatn CE, FCC, RoHS, UKCA, RCM

Fa6apuTHi po3mipu
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lMporpamMHi xapakTepucTuku

QoS

L2+

Arperauis kaHaniB (Link Aggregation)

Spanning Tree Protocol

Loopback Detection

KepyBaHHsi notokom (Flow Control)

[sepkantoBaHHsa (Mirroring)

BaratoagpecHe poscunanHs L2 (L2
Multicast)

VLAN

8 yepr npiopuTeTiB

Mpioputet 802.1p CoS/DSCP

MnaHyBaHHs yepr: SP (Strict Priority), WRR (Weighted Round Robin), SP+WRR
KepyBaHHsi cmyroto npornyckaHHs (06MeXeHHs LWBUAKOCTI 3a NopToM abo NOTOKOM)
Policy Config

Class-Map Config

Policy-Map Config

Policy Mark Config

Policy Bandwidth

Policy VLAN

IHTepdericu IPv4/IPv6

CratnyHa mapLupytusauis (512 ctaTmyHUx MapLupyTiB)
CratnyHunn ARP

8K 3anucie ARP

Tanm-ayt ARP

Gratuitous ARP

DHCP-cepBep

DHCP Relay

DHCP L2 Relay

CTtaTtuyHa arperauisi kaHanis
802.3ad LACP
[lo 8 rpyn arperadii, 4o 8 nopTiB y rpyni

802.1d STP

802.1w RSTP

802.1s MSTP

3axuct STP: TC Protect, BPDU Filter, BPDU Protect, Root Protect, Loop Protect

3a noptom (Port-based)
3a VLAN (VLAN based)

802.3x Flow Control
BanobiraHHs 6nokysaHHio HOL (HOL Blocking Prevention)

[3epkantoBaHHsA NopTiB
[3epkantoBaHHa CPU

OpuH go ogHoro (One-to-One)
BaraTo go ogHoro (Many-to-One)
Tx/Rx/Both

MiagTpumka rpyn IGMP IPv4/IPv6
IGMP Snooping

IGMP v1/v2/v3 Snooping
Immediately-leave

IGMP Snooping Querier
IGMP Authentication
IGMP Proxy

MVR

MLD Snooping

MLD v1/v2 Snooping
Immediately-leave

MLD Snooping Querier
Static Group Config
Limited IP Multicast
Multicast Filtering

VLAN Group

[o 4K rpyn VLAN

802.1Q tag VLAN

MAC VLAN

Protocol VLAN

GVRP

Voice VLAN

Port-Based QinQ

Tunnel TPID (0x8100, 0x9100, 0x9200, Protocol ID)
OUl-Based VLAN
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MporpamHi xapakTepucTUKN (MPOAOBKEHHS)

Cnucku koHTpornto goctyny (ACL) MAC ACL
Source MAC
Destination MAC
Twun naketa (Untagged-eth2, Untagged-802.3, Tagged-eth2, Tagged-802.3)
VLAN ID
Ether Type
IP ACL
Source IP
Destination IP
Fragment Packet
IP Protocol
IP Precedence
TCP/UDP Port
DSCP/IP TOS
Combined ACL
IPv6 ACL
ICMP/TCP/UDP
Mirroring
Attached Direction (Ingress/Traffic-statistic)
QoS Remark
B3actocyBaHHs ACL go nopty/VLAN
Time-based ACL

Besneka (Security) IP-MAC-Port Binding

DHCP Snooping

ARP Inspection

IPv4 secure-port

DHCPvV6 Snooping

Snooping remote-id

Snooping subscriber-id

IPv6 security-ra

DoS Defend

DHCP Filter

Static/Dynamic Port Security

Broadcast/Multicast/Unicast Storm Control

Pexum koHTponto: kbiT/c abo naketis/c (kbps/pps)

802.1X

ABTeHTUIKaLis 32 NOPTOM

AsTeHTUdikauis 3a MAC-agpecoto

VLAN Assignment

Guest VLAN

AsTeHTUdiIKauis Ta 06nik RADIUS

AAA (BkntovHo 3 TACACSH+)

I3onsuia nopTis

3axuileHe kepyBaHHs Yepes BeGiHTepdenc: HTTPS i3 SSLv3/TLS 1.2

3axuileHe kepyBaHHSA Yepes iHTepdenc komaHaHoro psgka (CLI): SSHv1/SSHv2

KoHTponb goctyny 3a IP-agpecoto, noptom i MAC-agpecoto
IPv6 MopaginHui ctek IPv4/IPv6

Multicast Listener Discovery (MLD) Snooping

IPv6 ACL

IHTepdelic IPv6

CraTuyHa mapLupyTtusaduis IPve

IPv6 Neighbor Discovery (ND)

Path MTU Discovery

ICMPv6

TCPv6/UDPV6

3acTocyHku IPv6

DHCPV6 Client

Ping (v6)

Tracert (v6)

Telnet (v6)

IPv6 SNMP

IPv6 SSH

IPv6 SSL

HTTP/HTTPS
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MporpamHi xapakTepucTUKN (MPOAOBKEHHS)

PoswmpeHi dyHKuii

KepyBaHHsi

Cucrema

802.3ah Ethernet Link OAM

ERPS

XMmapHe kepyBaHHs

ONVIF (BusiBneHHs ONVIF, cepeep ONVIF (NLM))
[MakeTHe OHOBMEHHSI Mikponporpamu
IHTEeNneKkTyanbHUI MOHITOPUHT Mepexi 3 NonepeaXeHHAMN NPo aHOMarbHi NOAjT
ABTOMaTU4YHE BUSIBMEHHS NPUCTPOIB

BinpaneHe kepyBaHHS

XmapHe HanawTtyBaHHsA VLAN

Bino6paxeHHst Tonornorii

XMapHe HanalwTyBaHHs NopTiB

BebiHTepdeic (Web-based GUI)

IHTepdelic komangHoro psaka (CLI) yepes koHconbHWI nopT i Telnet
SNMP v1/v2c/v3

Trap/Inform

RMON (rpynmn 1, 2, 3, 9)

DHCP/BOOTP Client

802.1ab LLDP/LLDP-MED

MonitopuHr CPU

[iarHocTuka kabernto

EEE

BigHoBneHHs napons

SNTP

CurcteMHun xypHan

Ping

Traceroute

OHOBEHHS Mikponporpamu

DDMI
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MepenHs naHenb

(tei)

witex | &

WI-PCMS310GF 1
Cloud L2+ Managed PoE Switch svs

%1000 Mops Pot+

STaaia M
siviviv s ==

]
>

LED-iH,CI,VIKaTOpVI 1 X KOHCONMbHUI nopT

[ ]
8 x noptis PoE+ 10/100/1000 M6it/c

[ ]
2 x cnotn SFP 1000 M6Git/c

3aaHa naHenb
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Bxin »uBneHHs AC 100-240 B
[
3azemneHHs

KomnnekTtauis

WI-PCMS310GF

KomyTatop 1 wr.
KoHconbHuin kabenb 1 wr.
Kabenb xu1BneHHs 1 wr.
KomnnekT Ans MoHTaxy y CTilKy (KPOHLUTENH X 2, rymoBa HiXka X 4, rBUHT X 8) 1 komnn. )

[MOCiIGHUK i3 LUBUAKOro BCTAHOBMNEHHS 1 Wwr.

Crers 2y
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